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Executive Summary

This deliverable addresses the following requirements:

Details on the materials which will be imported to/exported from the EU

Copies of import/export authorisations, as required by national/EU legislation

Two categories will be imported to/exported from the EU (Israel): 1) data and 2) elements of the
toolkit (the latter only temporarily in order to allow for a tabletop exercise to take place - TTX2,
month 17 of the project).

Data will be imported to/exported from the EU, including 'sensitive data' as defined by applicable
EU regulations, namely Article 4(13), (14) and (15) and Article 9 and Recitals (51) to (56) of the
GDPR and relevant implementation decisions. 'Sensitive data' is subject to specific processing
conditions that must be protected by equivalent conditions upon export/import between the EU and

a third country (Israel in the case of the Nightingale project).

In principle, the authors of this deliverable have identified a three-step process in terms of applicable

obligations related to import/export of data in and out of the EU, as follows:

Step 1: the existence of an EU adequacy decision: requires no further action from partners
but to ensure the adequacy decision is valid with the designated State (Israel) at the time of
export/import, alongside the usual obligations applicable for the collection, processing,
storing, and sharing data, and especially 'sensitive data' such as health data, under the GDPR
and all applicable domestic laws.

Step 2:in the absence or invalidity of an adequacy decision, the partners will apply Standard
Contractual Clauses (SCCs) to any import/export if data between EU and a third country, as
articulated by the latest EU Commission Implementation Decision of June 2021 (see below).
This includes special consideration of 'sensitive data' under Annex |.B of that Decision.

Step 3: In the absence of an adequacy decision, and in case the national laws of the third
country present specific challenges making the SCCs insufficient to protect data (including
sensitive data), partners will apply special protection measures such as, anonymisation,
pseudonymisation, restricting access to data to limited and defined personnel, security

measures, etc.

Where elements of the toolkit to be temporarily exported to Israel in the framework of the tabletop
exercise are concerned, D8.5 (DU — Requirement No. 6) on dual use risk assessment and mitigation
measures and the requirement of export licences provides useful details. Further details are also to
be found in the section of the present document “Materials which will be imported to/exported from
the EU”.
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